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6 September 1963

MEMORANDUM FOR Divectes of Contral xamm;m

SURIBCT : Secavity Aspects Rosuliing frorn e Dualap Cooo
3% | ’

submits recommendations fsp your appravall
atatand I paragrepd 10, ]

j DCl, 8 peviow of the
' rdance with tho roquact of tho : *

° w&i a%m?& ::zg@smmmw of the DCI for the pmmsm&«sz éi& E@mmz -
ﬁ'mwa ms conducted to define tha axtcat of the @&m @;@ &b@mmm@
wsm tho coxesadnity in vhow of the secuvity problcumo N mmﬂw,

| \ acoted that in conscaants with auEhority,
:ﬂﬁi;s;ﬂkﬁmge iﬁgﬁ% Fadin r_'.s'\ svieing VX Be mm@ﬁ}a dov oo Yo 28 JPS
:jim ;fi cemmranity cecasily oyaiams.

3. Reosossthilitios of the DCI fox the Protection of Infelligecce

sory 53 . 2 BCE i ototed o Soctien
tatutory pospoacthility ef tha . "

392 {3) Z’Q ﬂm:@&a@ Security Act. Raslcally, tgm mm@@gmé;??%zﬂ ot
that 48 choll bo tho duty of the Ageacy, cnder the ragtien of

secunity Cosacll ==

#{3} to adviss the Nasleasl Socurity Ceunchl in mmzfa
concarning sach tatelligsace activitios of tbo @mmmamuﬂm
Adopaztmsnts and agenclen as welolo &2 the aational

o

‘ rnendaticns to e Natienal Socuzity
2) to makQ FOSOmMIIERERLR ‘ o8
@mmi%;ﬁw ths coondiantien of cuch intelligencs ;;&i?m@m
of the dopartmenic and sgoacios of the Jevormn
zolato to the notienal seraliyt
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{8) to coprelate and ovalusto imteiligenca rolatiug i
the sational bosurity, sed provido fog the appeoprinata
Qipoemination of such tatelligonce within the L ) g gk
neing whege appropriate oxioting agencion and fucilitios
Providsd, Thot the Asency shall kave B0 ... internnl-
pecarity funclionsd: ... Apd provided fugther, 7 hat the
Pizector of Central intelligence ehall bo respunsible fow
srotaceing intelligoncs sources and metheds from
anewthorizsed 8loclaouses » . o

Under the above siotute, therafore, the
D] has a respensibility to advice on and ¢®
rocomrmand (o tho Motional Sacurity € cone il
any meagures the Del deomo appropriste for
the implomentaticn of his reaponeiblltsy (o
proteciing leteliigenie from anputhorined
disclosrra.

5, NSCID Ne. } provides in paragraph 8.a.(5) that el B ohall:

rPevslop sad roview security etandardo apd
oracticon as they relate to the protsction of intalligencs
and of intelligenco sourtes and smethede feam unsuthorised
disclopara. "

NSCIT Ne. | further provides im parngroph &

wrhe Dircctor of Comtral Latolligenece, with the
saoistance ard cupport of the membaro of the ¥. $.
tntolligence Doard, shall cnsurc the davelopment ef
policias and procegures for tha proteciien of imgollience
ané of intelligence 6surees pxfl methode feom posuthorircd
dinclesura. Sach doportment and agemey, however, oihnll
samaln reaponsible foz tho protecticn of intelligence 800
of intolligence SORIEES and mothods within ite ewn orpganie
gation. Tach ohall aleo ostablich apprepriste tmteronl
policies and procodures o provant ihe enauthorired dlse
clocure frors withis that agescy of imgeldgenco Information
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or actiwity. The Pircctor of Centzal Imtellgenco
shall call upon the dopartments and agencier, 08
apyropriate, to invostigate within tholw doparlmaent
or agoncy nay wnanthorized dlsclosure of imtelligonco
o of iotelligonce sourees oF raethods caee”

Ao pet ferth phave, NSCID Ne. ) provides that the US13 oball develop
ané roview securily standarde and practices for the protection of dzelligenes
gourees and methado. The DCI, with the assistance and supperd of USIU,
is to easars the devolopmemnt of sech ctandards and pragiices. it I8 to e
poted, however, Bnder the Natiomal Security Act of 1947, reoponalbility of
tho NCE for the protection of intekligenco 18 & plngular reopenaibility and
theze 2 ao limitations dofining how thin reopensibility 1o to be cffected.

4. Iimsmltations on DCI's LAwghority

The Mational Socurity Act of 1947, Sactien 102 (d), <een vl gram—~_
tho DCI any spacifie outhority with recpoett to protection ¢] intolligense
souvces and methods in other departmonto and sgencien. Socarity lo
groditionally conoidored a command fanction, sed ths reoponatbility of
the head of ench dopavtment and agency. Esiming kwecutive Nedeed,
NSCINe, ard HCID'G which onunciale becurity pelicy recognlze Bhio et
and place the lmplosvontotisn roaponsibility uwpon the hoad of each ageney.

In summary, the Natiesal Security At cf 1947 places o rospeadis
. pAdisy on the Dizecter of Central latelilgence, bug doas not geaEt anay

specific avthority to lmplement that recpoasibility. Socurity pelley within
the cammunity for the protection of infelligeace bas not been uwailotesnily
forsnaloted by the Dizecter of Comranl izgalligence, bug has basen developad
with tho acoiotance ord suppoert of the USID., Comsequenily, ouch palley
nao beon offectad by the departsneatal comsideration of ecach VBEH moembor
agancy which gozticigatoo in the forinulation of such poliey.

3. Discwogion
». Briafly, the Dunlap eass ﬁigﬁﬁigﬁéﬁ@ certain fnctore fn tho

imelligonce cummunity which are regarded as security weaknesoos [
which can be copracted, 9bo following commento apply principally to
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the State Departmoent, Liefsnse Departmont asd the military osevicad.
The ClA, ¥l and ALG cach have epecial poyeonnel beearily PyelanE
wigh the latter two having Mraited pariicipation in imelligeace aetivities. '

{1} The aesignment of military porsenncl to tha
most sensitive inzelligence dutics upon the basin el o
Wmited sud routine eecurity invostigotion end clearanca
which wao deolgned for the standord military duty ssaigne
mant. '

{2) The absanea of exprossod authority from DO
1o N5A Security te lavestigato and polygraph military
=y ponack assigned to N3A which lirnits the nacurily
coptrol of one-sixth of the personnel working for NSA.
Turthor, MSA Security hos not Deen given the antherity
o oxlend their polygraphing of clvilians te includs oll
civilians presostly "oa poard™ tm 254, Definite dam-
provemenis have bosn mada in KEA Secarity since the Maztin
sad Mitehell affaip but despits public and Congrassional
proseures, the DOD has not seoR g8 to go thic fac for
MEA Tecnwity.

13} The aoa-acceplancs by tha State Departmett,
e Dafense Doepartmment, MNavy, amdi the Alz Fores of
the upe of the polygraph 88 an ald ln persannal socuzity
processing. Army has been favorable to the polygroph
but has not establisbed & policy or progF¥am: in this
ragaed. The pelypraph, based on Cih and NGA experiense, -
13 o fogmidable assat in the fiold of porsosnal security
which providon the proatott ADSUTARCS of the istegeity of
imtelligeonya paznonnal. '

{4) The naed to recognize and cetadlioh ghat the
sansitivity of the imtelligence compyunity and activitles
theyebn ars above and apart §rom the normal depart-
menial and military daties and activities. Usder this
concept, the sssignment to staff pooiticns in the intaili-
geney sumuaunity or smgaging in intelligence netivitien
ohould require a spocial security claapance, tncluding 2
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full fisld investigation end a veluntery pelysraph,
baned an high security eritoria. Scourlly clearnsces fow
normal departmental o military dutics arc nat guffielons
o and evory civilian end milltary porvoon for tho presaeat
“> and the fulure ohould wndergo the gpocial security
g processing.

: 6. Tho oxtonsion of the use of the pelygroph threvghouws the lelolli-
gence conuramity would require a hapd policy doctolon by tho ethor agwmeles
against thely histerical resorvations on the voe ef the polyazoph fov perseas-
pel cocurity processing. In additien, oven i & favoradble doclolon wae medo
s the polvgraph, 18 would ake seme time to dovelon a polyprash eannbiliry
16 eovor the prosent imeliizonce comsrmunity and boop current en the BIW
porposuel entorisy the cemrounity ficld, This, bowsvor, couid be dome
but would bave ta bo based om ¢ thma phace pregram. Bach doportnaoig
weeld bo o to define thoso assignmests ewiside of the s posltions of ¢the
inteilipence communlty whish would be comoideved ag falling within the
dafiottion of nensitive inteiMgence ¢ollection cativities. .

7. Ag on enmplo of the military cecurity clopsonco probiesy ehoro
are agprasinmately 2, 300 military porsonned aesigred to N3A, NILA Sosurity
tos only sesurity certifications by thels posont garvice oo te thele ¢loagomes
ototns. NiA de2s not havo copine of iaveostigntiess ner i MEA perinigtod te
selygraph the evilitary psolgases. Momy of thogo military oasignecs rereoin
whih NBA for some yoars. NSA Security tokes cemtrel saly whon the militasy
retize and scal o civilianise ond contines thotr NEA duios. NSA Soeurity
aftor opplying ito eivilna investigntive critoria and uping the pelygsaph
pojoess appronimasely 17 to 3% of the military seching clvilisnisad stofus.
B ds dmporiast to pote that theea sojoctess may havoe worked for KA fes
sorne years under thole military statuc. Thooreticolly, thie votte &f Fae
jections botween 37 and 83% coeld be projeciad to pessibly mean thal & [:¥aTa T
sble nussbor of the enrront silicary otrongth 8t K34 weould be unsultalic
sccurity-wise o N3A i o ¢ivillcn otatus.

8. The CIA hao had o reloted exporienss in milltary seolghments
to the Ageney. The Agosty, bowgver, conduete fts ewn {nvestigatien ond
palygrapha ail such acelignees even though theoe aselgnees gesernlly have
a Geswas or Top Secrot clearance with the millitagy. Of tho 808 preponed
ndlitary asolgness in the pest £5 meonths the Agewey bas vojected 133 ovr &
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getol of 195 for gucarity reanons. Obvicusly, these io 8 vopinnco of
gocurity standards for sccans to sonsilive intelligence wpon the bosio of

the CLA and NSA exporionce with military assignoes. . In ghlo rogard it
showld be notcd thot there 8y smma 138 militsry personned detniled to PPIL
and upder the precond errangoment the Agoncy has only o certificatisn siatae
meit of their security stated. The Agency does ol invostigate oy 40 W0
selypraph such sargennel. Ia 1961 we pregosed ta (e enilitary oegvicod 2has
all milisacy a2signoed MUIC ba plven polygraph intebviewo by thely pared
sorvices. The Navy and the Aly Fowce Soclined o palygrasa thely ropve=
conendivan; however, the Arveny was io full pecowd with tho gropecal, e
furthor ragolmion of thie problem has hosn ootainad. '

D, E_Iggaa:wm@n of waé nf Action for the TCL:

Is view of the policy amd the pizable adininietrative problamo involved
is pocommending & pROYAND of epecial socority crisaria for participation im
imolliganca activitles including o pelygraph examination, the fullest LoppaEas
tion of the dspartmonts apd ngencies would ba ascosgasy to eifactuate eoeh
a program. In reforenco to the asushogitics of sthe (L oet {axth above, it o
it that tho logical cousrse of action would he through the machaoiom of B
cidy by the Socmrity Corumittes with socomamentations 8o ehe USLS. Thie
action would by conncnant with the DC1's oiatetory reoprmoibilities ond the
reoponoibilities et forth in RICID Mo. 1. The DCE ¢onld capplemaat this
actisa through dizract copvornaiion with the Departemeus honds. if, howevar,
the USI2 conniderpation 10 ingonclusive snd stops were g2t taken t@ odegantaly
gowar the above-moeationed problema, she DEE would still have apder bis
nuthorities the opportumity of toking thio matisr 10 the Mational Socepity
¢ onnclt and the rrrosident under both Bio statutory authorily apd NSCID peo. 1.
It io £o3t that the fizot cousrssd of action would properiy and iogically ba throush
tho mochaniem of the Usln.

: 19, Accozdingly, the following coursas of action orc Foeommandod
to the DCE:

a. That as on immediato step the Becrotary of
Dofense bo encouraged to aront adequate austhacity g0
1SSA Secarity & polygraph a1l milltary and civiliso
employeas BIw OB dugy 2t F3h who have not becn 0t this
time acuordad polygraph interviews and that a8 part of the
vegulsr processing of emyloyment, ald futuso military and
civilion employeos be acensded solygeraph interviows.

> -
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B, Thot the DCE dizect the s.mmw Committee 80
aubnit recmnmendations O the USID conserniay ihe
following securily proposals. '

1) Thas ald personsel seeupying otafi
pasitions in the imtelligencs compunentd of tho
UBIS be vequived 0 moest spocial pereonacl
security criteria based apon o fall field investi-
gatien aguating to that of o sensitive peaition as
defined in Executive Order 10439,

(2) That all gemommlnwmweeaﬂ the otaff
paoitions of tho intelligence components of the
sty agenciod angaged in tho eolloction of
imtolligence ov in intolligenca activities be
aceorded full field iavootizations squating to that
of » pengifive position a8 deiined ia Exccutive
Order 10450. The doprrimmonts and agencies
of the USIH shall define thooe setivities ond
gapitione which £all within thie definition.

{3) That os a mattez of policy all perRoURd
so assigned to positions dofinad io b. {1} and (2}
above be accorded volumtary polygraph iotmr Ve
as an istegral part of the sscurity procossing for
approval to OSCWRY theao pooitiens, Fugrthor, thot
o pregram be imeaediately initiated to devalop
polygraph capabilitios o meot this requirement,
furthor vocogmizing that the completion of theo
program will iavolve comgiderable tirma.

{4) That the assigmment 1o intalligencea
dutios roquive the meeting of epecial sacarity
critaris ag & condition of aasignenest and that
gatlure to meat guch cpitugia OF wawillingnees
on the part of the individeal to submit to BRC
cgiteria will cauae the 1ndividual to be raturred
¢o his parent service for asslgmmeng oF OlbSF
disposition a8 deorned spproprisle.

-« -
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{3) Swuch othorv rocommaondationc thot the
Socurity Gomsmittes may Soomm Bacessary and
sppropriote. ' :

o L. Eﬂ&m«wmam
Diractor of Security

CONCLR:

‘ E}é suty Lizector Eato

{Support}

; o€ om sgraph 10 s approved.
Tha gqa@mm@m&aa%m s paragraph ) | T

Joha A. heCans
Divector of Cexteal Intelligence

“

Tistribution:
Orig. ~ Retarn to OF
1 - R '
2 - D06
’ ' i - Doputy Ceneral Counsel

-
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6 feptember 1963

MEMOR MDTM FOR: Chalrmes, United States Tgclilganee Board

SUYBIELT: Security Considerations Reoulting {rums the
franlap Caoeo ' '

1. The Hunlap case ralses serions questions a9 to the
policy, proctices and precedures erspleyed in the intelligence
community for the protectica of intelligonce and fmellipence cowrceo
and metheds. The cerious security appoctn of the unlep coee and
the camage e the antional security resulting thevoirom callo for
am fzsnediste roview of cur security polizies lor the profection of
intelligence. 7Tho implications polnt to definite woaknescas in cux
persoansel securily procedurss. IS wonld appear that fog-roaching
coprective mazsures may be warranted, Cemainly, & sew logk
should be taken at security practices aad pracednres and § would
propesc that the Security Committee undertake an trmm ediate study
and review of our curzent procedures and present ? ccosnmendations
to the Uilk. -

3. Ia the receat past, cemsiderstion has been given teo vagiows
tdess as to how the porscnael security syolem ceuld be preatly
strangthiencd. ~These ideas concern the recuivemaont feg MMOTC
therough investigations of intelligenre personnel and the poseitda
gse of o voluntary polygraph precedure. The admisistrative bexdens
and erganizational problems of shasply upgrading the intelligenece
system ore formidable and would require a comsiderable mmount of
time, mmoney and effort in eny drastic vpward rovisiea, A8 renards
the use of the polygraph as an ald la poreonnel cecurity clenrameat,
there has boen for policy and sther reasens great reluctance o
engage to a program of this mature. It is felt, however, that the
presest pescoanel neeurisy prectices are inadequats to cetablioh the
security bntegrity of the vast pember of porsons now engaged in
seositive intelligence activiticss & maw approach soust be fntro-
ducod if the intelligence commmunity is to asaure ftoclf of the rellobility
of its pereonnel and it great wlwume of sensitive infora.ation. §
wouwld suggest that the Seewrily Committee considay, ameng othore,
the following propecals and submit recominendations to the LHIR.
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@. Thas there io a need to recognize and eotablish
that the seacitivity of the tntdiigence eommunity aed
activiston thoraln ore and apord feom tho novmal
clopoified dopostmarntol and erilitary datios and activitieo
of the departmonto end agencien of the USIB. Uadar this
cencept tho aseipmment (o or employmenst io intalligmeo
ectivition roguires & special socurily clonrance and cone
formasce to high cocurity stondnrds.

{1) Thot oll persomnel escupying otalf
positions in the Intelligenco componento of the
USIB bo reocuired to moeot opeelol security eriterin
‘hosod apen & full ficld laveotigation oguating ¢ thot
of o sansitive peoition ao dofined in Encewtive Ordar
10490,

{2) That 28k poroonnol, cviside of thae stalf
pooitizas of tho latelligerso compencnls of the USLR
agencies, engogoed in the collcstion of intelligence er
in intolligcnce activitics be accordod o full flold
imvestigation equatios to that of a cennitlva pooitien
a0 deficed in Excoutive Gedor 10450, The dopast-
ments end agencien of USIR shell define thone
petivition and pealtions which fall wiohin this definitien,

b . Thes oo o mattor of peliey 2ll persoas oo asoigned
o panitions dofined in (o) (3} end (2) ebove bo accardad
a valustory pelygroph &rxterview as an intogral part of the
aocerity precoocing fov agprevol to secupy these poaitiend.
Further, that o program bo lromedistely lultiated to devolep
polypraph eopobilities to mect this requirement, forther
resoppising thed the commpletion of this prograwm Al tnvelve
conpAderablo tlsmd.

z. Tho assignment to intelligencs dutles roguivesn
the mecting of epecial security critoria o8 & condlitien of
ascigornont failura to maot such eritoric or vawillingness
an the port of the individenl to cobmit to sush eriteria
«il} caune the individual to bo returnod to hic parcal gervice
inr pocigneecnt or other slopooition as deemeod appropriato.

d, Such ethey recomunendations thos the Securlty
Cemiritice may deom necessory end apprepriste.

Eobert L. Dammornsan
... GChafrmam, Securly Commitiee
DR Usif
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